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Abstract

To date, few studies have examined how users are susceptible to Cyber-social engineering
(CSE) on social networking sites. Employees using LinkedIn have been found to have
difficulties controlling the type of material they post and are therefore vulnerable to attack. A
number of studies have presented frameworks to examine if personality traits are associated
with vulnerability to cybercrimes, but these and various other human aspects of vulnerability to
risks have not been thoroughly examined. This study extends these frameworks by examining
the susceptibility of employees to CSE by combining personality traits, personal dispositions,
attitudes to risk, habitual behaviours and technological self-efficacy, as well as the impact of
their demographic, including structural power (position within the organisation). This study will
focus on public sector personnel who are accessing a professional SNS and are working in
government organisations and affiliates under the Ministry of Interior, Saudi Arabia. This study
will adopt a mixed research method, namely sequential explanatory design.
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1 Introduction

Over time, social networking sites have become a major repository for all types of
personal and demographic data, including groups individuals are affiliated with, whom
they are connected with, their streaming updates and personal credentials (Ellison and
Boyd, 2013). This has created a vulnerability which can allow criminals access to an
organisation’s data (Kirichenko, Radivilova and Carlsson, 2018) by using
manipulative and persuasive techniques. LinkedIn is a popular professional network
platform that has not yet been extensively studied. It is important to examine LinkedIn,
since users’ motivations in this particular platform differ from other platforms, such
as Facebook, and this difference might affect their behaviour and susceptibility.

Users of job-related social networking platforms are motivated by self-presentation
and professional advancement (Kim and Cha, 2017). Self-presentation is a form of
information disclosure (Bronstein, 2013). As such, individuals who are self-
presentation driven are keen to initiate interactions and build relationships
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(Schwammlein and Wodzicki, 2012). These motives of career advancement can be
seen as an element that could be exploited by fake recruiter scams. LinkedIn members
are found to be significantly more likely than Facebook users to allow public access
to their professional and educational data (Zhitomirsky-Geffet and Bratspiess, 2009),
but there is little research specifically addressing these users’ attitudes and dispositions
toward potential cyber risk.

LinkedIn has been portrayed as a site on which users do not need to be concerned
about who views their personal information or photos, since the activity on this SNS
is geared towards business activities (Cooper and Naatus, 2014). However, a cyber-
social engineer could elicit and appropriate available information about the company
posted on its LinkedIn profile, such as its addresses, logos and affiliated groups. Then,
such an engineer could create a bogus profile, with which they could request a link to
employees’ SNS profiles, and such attempts are often successful (Silic and Back 2016;
Jagatic et al., 2007). A recent counterintelligence study by the German Bundesamt fiir
Verfassungsschutz (BfV), or Federal Office for the Protection of the Constitution,
showed that LinkedIn was of interest to the Chinese intelligence services, which
gathered employees’ personal data. The BfV stated that “the intent is to compromise
individuals’ computers and their corporate or government access to ultimately
penetrate organisations of interest” (TechCentral.ie, 2017).

At the time of writing, there are more than 567 million LinkedIn accounts (Wang and
Barrilleaux, 2018). More than 117 million accounts were hacked by a phishing email
campaign in 2012. It is reported that the LinkedIn hack ultimately resulted in users’
information and credentials being placed on the dark web in 2016 (BBC 2012; Silic
and Back 2016; Dellinger 2017). Several recent studies note that the increased
numbers of CSE attacks are the result of a lack of training offered to users (Junger,
Montoya and Overink, 2017; Terlizzi, deSouza and Cortez da Cunha, 2017). Silic and
Back (2016) found that, while employees are periodically made aware of security
issues and given training programs to address potential threats in IS environments, the
training does not include the online realities of threats involved when using SNS at
work. As it is hard to regulate and control SNS usage in the workplace (Vaast and
Kaganer, 2013), it is hard to mitigate cyberspace scam victimisation. This is
increasingly the case, especially with the growth of the mobile ecosystem and the
related increase of IS security threats due to unintentional insider attitudes to potential
cyber risk.

2 Review of Literature

CSE is defined as a creative tactic with the main purpose of deploying a network attack
to deliver implicit malware or to persuade gullible, curious, greedy, or susceptible
individuals to give out personal information, by using techniques such as phishing
emails or online impersonation (CERT-UK, 2015), Albladi and Weir (2018) define
susceptibility to CSE as “... a set of user attributes that incline...a user to be a victim
of social engineering attacks” (p. 4). The attributes that influence the success of
victimisation can be internal, such as human factors, personality traits or external, e.g.,
culture and organisation.
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Few studies to date have looked at LinkedIn (Utz, 2016; Silic and Back, 2016b).
However, it has been found that LinkedIn users are more likely than Facebook users
to allow public access to their details (Zhitomirsky-Geffet and Bratspiess, 2009).
Skeels and Grudin (2009) and Silic and Back (2016), when studying workplace users
of Facebook and LinkedIn, found that employees often have difficulty controlling the
content they post when switching between SNS platforms; in fact, this raises questions
as to the adequacy of individuals’ ability to control their information and/or efficacy
to use the computer.

The information contained on LinkedIn, in particular, can pose a risk for organisations,
considering that, in 2008, LinkedIn launched ‘Company Profiles’ (Samuelson, 2008),
a feature that enables organisations to have their own independent profile after a pre-
authentication process. Therefore, “social engineers can gather a vast amount of
employee information a lot faster” (Scheelen et al., 2012, p. 44) from these profiles,
such as job titles, names, email addresses, partnering organisations and upcoming
projects. This information can be exploited easily to identify “different staff in
different buildings and different departments...the easiest way to build a target list is
the business social network, LinkedIn” (Allsopp, 2017, p.68). Such exploitation can
be initiated through various weaknesses in internal personal disposition factors.

2.1 Personality Traits

A number of studies have examined the influence of personality traits on susceptibility
to cyber-crime. Uebelacker and Quiel (2014) developed a social engineering
personality framework (SEPF) to examine personality traits and their relation to
persuasion tactics, using Cialdini’s principles. However, this framework has never
been empirically tested and its validation is questionable as the operationalisation of
Cialdini’s principles is unknown. The Five Factor Model (FFM) has been used in a
study to compare susceptibility to traditional crimes and susceptibility to cyber
deception (van de Weijer and Leukfeldt, 2017), however, their study collected data
over 2 years, which does not necessarily reflect reality, as people’s IS security
awareness can improve over time and they did not consider other factors as predictors
of personality traits.

Albladi and Weir (2017) investigated how FFM and trust, competence, previous
experience, and motivation influence an individual’s ability to identify cybercrime in
Facebook. Their study used a phishing email experiment, followed by images of CSE
tactics used on Facebook, to test students’ ability to identify malicious examples.
discrepancies in previous research findings when examining personality traits are
present and some researchers found that these traits, except extraversion, were
associated with reduced propensity to take risks and higher levels of information
security awareness (ISA) (McCormac et al., 2017b; Hadlington, 2017; Butavicius et
al., 2017). In addition, Salgado (2002) found that personality traits can predict
workplace behaviours. The following hypotheses are to be tested in relation to
personality traits:
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H1: Employees who express high levels of conscientiousness are less
susceptible to CSE attacks on LinkedIn than those who express low
levels of conscientiousness.

H2: Employees who express high levels of extraversion are more susceptible
to CSE attacks on LinkedIn than those who express low levels of
extraversion.

H3: Employees who express high levels of agreeableness are more
susceptible to CSE attacks on LinkedIn than those who express low
levels of agreeableness.

H4: Employees who express high levels of openness to experience are more
susceptible to CSE attacks on LinkedIn than those who express low
levels of openness to experience.

H5: Employees who express high levels of neuroticism are less susceptible
to CSE attacks on LinkedIn than those who express low levels of
neuroticism.

Users’ risk perception and habitual behaviour have been proven to play a crucial role
in susceptibility to CSE (Vishwanath, 2014; Silic and Back, 2016a; Moody, Galletta
and Dunn, 2017), but were not considered in when personality characterises
investigated by Albladi and Weir’s Mediating Factors Model of CSE on Facebook.
Thus, it appears that direct examination of the susceptibility of user behaviours to CSE
attacks in SNS platforms is at its early stage (Algarni, 2016; Albladi and Weir, 2016).

Saridakis et al. (2016) considered personal and behavioural dispositions, but their
study did not look at how FFM could have a link to their findings. Also, the literature
reveals that personality traits can correlate to other personality characteristics or
personal dispositions, such as self-control and conscientiousness or extraversion.

To the best of the author’s knowledge, there is no study which has addressed
susceptibility to CSE victimisation by combining personal characteristics associated
with other factors, such as personal dispositions, habitual behaviours and other
demographic variables, such as age and gender. A study of the relationship between
such factors and the perception of cyber risks can provide further explanation of
vulnerability to a cybercrime.

2.2 Personal disposition to security and risks of CSE victimisation

Personal disposition includes risk perception, which is the level at which an individual
can identify risks (Pack and Hove, 2017) in the context of cyber social engineering
victimisation. Risk perception in this research refers to the likelihood an employee can
recognise themselves to be at risk. Workman (2007) argues, “when people perceive
that risk has diminished, they will behave in a less cautious manner” (p. 317). The
literature suggests that employees’ goal in LinkedIn is career advancement and self-
presentation (Kim and Cha 2017; Vishwanath 2017); the desire to achieve a goal in
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cyberspace can increase the propensity to take risks (Nguyen and Kim, 2017) and,
thus, could potentially make users fall victim to employment fraud (Kelly, 2017; CSO,
2016) using CSE tactics.

Since risk propensity is mediated by risk perception (Weingart and Sitkin, 1995; Wang
et al.,, 2013; van Schaik et al., 2017) it needs to be considered when examining
susceptibility to deception. Also, risky behaviours can be due to users’ low self-
efficacy to protect their online information (Milne, Labrecque and Cromer, 2009; Di
Giunta et al., 2013). Saridakis et al. (2016) found that, in the SNS context, self
confidence in one’s own ability and skills in computer use is linked to susceptibility
to cyber victimisation; for this reason, IT self-efficacy, which is found to correlate with
concerns of control over the privacy of users’ information, is another dimension where
further research is needed.

The following hypotheses are to be tested in relation to personal disposition:

H6: Employees who claim high levels of risk perception are less likely to
become susceptible to CSE victimisation on LinkedIn than employees
with low levels of risk perception.

H7: Employees with high levels of willingness to assume risk on LinkedIn
are more likely to become susceptible to CSE victimisation on LinkedIn
than employees with low levels of willingness to assume risk.

H8: Employees who perceive they have control over information (privacy
risk) are less likely to become susceptible to CSE victimisation on
LinkedIn than employees who perceive they have little control over
information (privacy risk).

H9: Employees who claim a high level of IT Self-Efficacy are less likely to
become susceptible to CSE victimisation on LinkedIn than employees
who express a low level of Computer Self-Efficacy.

2.3 Habitual behaviour

Some studies have considered incorporating habitual variables in models of CSE
victimisation risk in the context of SNSs. These variables include, for example, email
habits (Vishwanath, Harrison and Ng, 2016), level of involvement (Albladi and Wetir,
2018) and social media usage (Saridakis et al., 2016b). The findings of these studies
all suggest that a high level of engagement on SNS and constant checking of emails,
combined with low self-control, can increase the risk of cyber-attack victimisation in
both contexts (email and SNS) (Vishwanath, 2015a; Saridakis et al., 2016; Albladi and
Weir, 2018). Therefore:

H10: Employees with high levels of engagement on LinkedIn are more likely
to become victims of CSE than those with lower levels of engagement
on LinkedIn.

207



Proceedings of the Thirteenth International Symposium on
Human Aspects of Information Security & Assurance (HAISA 2019)

2.4 Demographic factors

The literature has shown that age and gender have relevance in influencing
individuals’ ability to identify CSE attacks (e.g., phishing emails) (Sheng et al., 2010;
Jagatic et al., 2007; Kumaraguru et al., 2010). However, the empirical findings on how
age and gender affect individuals’ susceptibility to CSE are contradictory. Rocha
Flores (2016), Al-Hamar et al. (2010) and Albladi and Weir (2018) found that
countries’ social differences of inherited cultural, language, religion and customs,
especially their collectivist/individualist character, could impact individuals’
susceptibility to CSE. Also, Williams et al. (2017) inferred that employees in a
“position of relatively low power or status within the organisation, may [be]
particularly susceptible to influence attempts” (p. 418)

The following hypotheses are proposed:

HI11: Older employees are less likely to become susceptible to CSE risks on
LinkedIn than younger employees.

HI12: Female employees are more likely than male colleagues to have a
cautious attitude towards risks of CSE on LinkedIn.

H13: Employees in a senior position in the organisation are more likely to
have a cautious attitude towards risks of CSE on LinkedIn than
employees in a junior position.

H14: The nationality of an employee can influence their susceptibility to CSE
risks.

3  Proposed Model

The following diagram (see Figure 1) presents the factors that will be investigated in
this study. These factors were revealed in the literature and serve to extend Saridakis’
(2016) existing model of SNS Risk Victimisation. The model is based on the
lifestyle/routine activity theory (LRAT) (Cohen and Felson, 1979) and the theories of
planned behaviour and reasoned action (Ajzen 1991; Fishbein and Ajzen 1975; Ajzen
1985). The LRAT theory suggests that an attack is likely to take place based on the
activity of a potential victim, the lack of a capable guardian, and the presence of a
willing offender. In an online-setting, Leukfeldt and Yar (2016) and Hutchings and
Hayes (2009) argue that the lack of ability to manage personal information can have
negative consequences for users, which may be compounded by users frequently
checking emails, visiting SNSs and/or online shopping. Lack of perception of cyber
risks may arise from the absence of guardianship in safeguarding and protection from
threat.

Cohen and Felson theorized that individuals’ activity outside their homes can increase

their likelihood of encountering a motivated-offender; therefore, through the lens of
LRAT, level of engagement (activity on SNSs) will be examined. Ajzen and
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Fishbein’s theories of planned behaviour (TPB) and reasoned actions (TRA) posit that
beliefs about 1) outcomes of behaviours, 2) necessary resources (i.e. skills), and 3)
perceived beliefs are antecedents of intentions and behaviours. Additionally, a study
by Terry and O’Leary (1995) found that self-efficacy should be included in the TPB;
in fact, several studies successfully paired self-efficacy with TPB in various
behavioural settings, such as predicting alcohol use (Armitage, Conner, Loach, and
Willets, 1999) and food choices (Povey, Conner, Sparks, James, and Shepherd, 2000).
These theories have been used to explain specific online behaviours and predict
particular behavioural intention (Saridakis et al., 2016). For example, willingness to
avoid or take risks is considered a behavioural trait involved in decision-making
(Trimpop, 1994). TRA and TPB, therefore, are used as a lens to examine susceptibility
hypotheses H6, H7, H8, H9, H10, incorporating the Five Factor Model (FFM), H1, H2,
H3, H4, H5 and the demographic variables stated in H11, H12, H13, H14.

Employees Personality
Traits (Big-Five)

\ Susceptibiity to

CSE Victimisation
on Linkedin

Figure 1: Cyber-Social Engineering - Proposed Model to be Examined
4 Proposed Methodology

Since previous studies examined susceptibility to CSE using quantitative methods, an
explanatory mixed-methods design will be used for this study to dig deeper and
understand the relationships through an expanded version of Saridakis’ (2016) Model
of SNS Risk Victimisation (Figure 1), looking at employees of government
organisations using LinkedIn. Data will be collected from surveys disseminated to
employees working at government agencies in Saudi Arabia which house sensitive
data on citizens and expatriates, followed by interviewing experts and some of the
same employees. The aim is to find out how and to what extent the hypotheses in the
extended model can play a role in employees’ susceptibility to CSE over career-
oriented SNS (CSNS), such as LinkedIn.
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The rationale for using such a method is to bridge the gap between the quantitative and
qualitative approaches, as interpretation of findings obtained from just one
methodology (quantitatively) is inadequate and limits the insights to be gained. By
employing mixed methods, one can ensure that pre-assumptions are less likely from a
researcher standpoint, ensuring variation in collected data for greater validity. Also,
mixed methods can answer questions from a number of perspectives (Venkatesh et al.
2016).

5 Future Work

This study is part of a project that attempts to explain how and to what extent personal
characteristics associated with other factors, such as personal dispositions, habitual
behaviours and demographic variables, such as age and gender, can predict
susceptibility to cyber-social engineering over professional social networking sites
(SNS). This study is novel in that it examines the impact of individuals’ position in the
power structure in the organisation in relation to CSE susceptibility, as well as their
cultural background, using nationality as a proxy measure. The challenge of this
research remains in how likely it is that participants can be credible when answering
the survey measurements adapted to evaluate these hypotheses, as well as determining
the most suitable susceptibility measurement, since, in a social networking site
context, unlike CSE in email environments, it can be difficult to deploy real CSE attack
scenarios to hundreds of employees and it is also ethically suspect.

6 Conclusion

In the realm of cyber-social engineering, personality characteristics, human perception
and behaviours, demographics and an employee’s self-efficacy in aspects of
information technology, have been predicted to have an impact on employee’s safe
use over cyberspace. LinkedIn has been perceived as a different context from leisure-
oriented SNS platforms, such as Facebook, because users’ motivations differ. These
differences could cultivate both different intentions of employees when using
LinkedIn and, in return, different CSE attacks to induce users to disclose personal
information or accept a malicious message. Those who seek career advancement may
be tempted to disclose credentials that give access to their organisations and contacts.
This project seeks to unearth the characteristics that tend to make unwary employees
vulnerable to such indiscretions in their use of professional SNS making them and
their organization susceptible to a cyberattack.
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