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Abstract

With the increased popularity of smartphones in modern society, smartphone users often neglect
to consider security practices in the use of their devices. This paper explores whether an
Educational Intervention could improve students’ security knowledge with regard to the usage
of their smartphones. With the use of a Pre-Test questionnaire, a customised Educational
Intervention was constructed to address gaps in students’ security knowledge and reported
usage. With the use of a blended learning approach and a Road Trip analogy, the Educational
Intervention was constructed and delivered to students through their university’s Learning
Management System. The results of the study show that the customised Educational
Intervention was successful in addressing the identified gaps in students’ security knowledge.
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1 Introduction

There has been a significant increase in the popularity of smartphones since their
inception, and it was estimated that the number of global smartphone users will reach
2.5 billion users by the end of 2018 (Statista, 2018). The use of smartphones has seen
a major increase due to the vast variety of productivity tools, entertainment, functions
and features they offer to their users. These functions and features are provided
through mobile applications (Awad & Krishnan, 2006). Smartphone users are aware
of the benefits these applications provide them, however, they are generally not aware
of the risks that smartphones and their associated applications pose to their privacy
and personal information (Allam et al., 2014).

The purpose of this paper is to demonstrate that a customised Educational Intervention,
utilising a blended learning approach, can improve students’ security knowledge with
regards to their smartphone usage. This research focused on the reported behaviour of
students regarding their smartphones usage. A Pre-Test, in the form of a questionnaire,
was conducted to determine students’ general smartphone usage, security knowledge,
and concern towards their personal information. The purpose of the Pre-Test was to
identify gaps in students’ security knowledge in order to develop a customised
Educational Intervention for the particular audience. After students completed the
Educational Intervention they were presented with a Post-Test questionnaire to
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determine whether the Educational Intervention did in fact improve their security
knowledge and perception towards secure smartphone usage. Figure 1 shows the
research process followed to conduct the study.

" Educational
Pre-Test Identify Gaps in Post-Test Yes
A : v Intervention " g Success Intervention
(Questionnaire) Security Knowledge (Addrassing Gaps) {Questionnaire)
T No ‘

Figure 1: Research Process Diagram

The participants for the study were Information Technology (IT) students from a
higher education institution in South Africa. The sample was selected based on
convenience as the researcher had access to the students whose curriculum included
smartphone behaviour as part of their IT Skills course. The same sample of students
was used throughout the study.

The structure of the paper is as follows: Section 2 provides background on smartphone
usage and common threats related to smartphone users, while Section 3 presents the
results from the Pre-Test that was used to identify gaps in the students’ security
knowledge. Section 4 presents the design of the Educational Intervention. This is
followed by Section 5 which highlights the results and findings from both the Pre-Test
and the Post-Test conducted after exposure to the Educational Intervention. Section 6
contains the discussion related to the results from the study, and Section 7 concludes
the paper.

2 Background

Smartphones have become an integral part of modern society. Smartphones have
changed how users conduct themselves in their day to day lives and in online
environments. The use of smartphones amongst users has brought new ways of
productivity and connectivity in their personal lives. Prominent areas where
smartphones have had an impact include business, education, health, and social life
(Sarwan & Soomro, 2013). Mobile applications are third party software programs
providing smartphones with unique functionality that can be downloaded and accessed
directly from a smartphone (Mylonas et al., 2011).

With regards to the process of downloading mobile applications, users often neglect
to review what a specific application will request from them in return for its
functionality. When users download applications they are generally more focused on
the features of the application rather than on the security the application provides
(Zhang et al., 2017). Esmaeili (2014) identified that the confidence users might have
in the perceived security controls in place of official marketplaces (for example,
Google Play Store) has led to users neglecting to take security into consideration when
selecting an application to download. This is of great concern with regards to
information security when users use smartphones.

124



Proceedings of the Twelfth International Symposium on
Human Aspects of Information Security & Assurance (HAISA 2018)

Smartphone users often become the target of cyberattacks due to their lack of security
considerations (Dawson et al., 2015). Smartphones can be seen as a vault of private
information which attackers often try and exploit by uploading malicious applications
to various application marketplaces. In this context, the number of cybercrimes
committed through malicious mobile applications has also seen an increase (Felt et al,
2011). RSA Quarterly Fraud Report stated that in Q1 of 2018 they discovered over
8,000 rogue mobile applications and since 2015 there has been a 680% increase in
mobile app fraud (RSA, 2018). Sensitive information that can be found on
smartphones include contact details, communication records, location information, e-
mails and banking details (Jeon et al., 2011). As a result of this, a great amount of
personal information is available on smartphones. This makes the protection of such
information a critical issue that needs to be addressed. Information security relating to
smartphones can be described as the knowledge, attitude, and behaviour that users
apply in protecting their personal information (Allam et al, 2014), and creating
awareness could be used as a means of reducing security risk (Kruger & Kearney,
2006). Allam et al (2014) also state that increasing awareness influences behaviour,
which could ultimately reduce risk by focussing on smartphone users and not just on
the smartphone as a device.

Adopting appropriate security controls alone is not enough to protect information
assets on smartphones. This is because the behaviour of the smartphone user plays a
critical role in the security of information in the use of smartphones (Esmaeili, 2014).
Information security is seen as a means of reducing security risk across numerous
threat areas. Educational interventions are often used to address a lack of awareness
that users might have in a specific risk area.

Identifying the gaps in security knowledge that smartphone users might have could
assist in the creation of an appropriate Educational Intervention. With the use of such
an Educational Intervention, gaps in security knowledge could be addressed which
ultimately could lead to a change in the behaviour of smartphone users. The next
section discusses the Pre-Test used to identify where students might lack adequate
knowledge to protect themselves against risks introduced through the use of
smartphones.

3 Pre-Test to identify gaps in smartphone users’ behaviour and
knowledge

A Pre-Test consisting of a questionnaire was used to identify concepts surrounding
smartphone adoption, usage, knowledge and privacy concerns smartphone users might
have whilst using their smartphones. The questionnaire was set up in four sections,
each addressing one of these criteria. The use of the questionnaire assisted the
researcher in identifying gaps in the students’ security knowledge on which the
customised Educational Intervention could be structured. With the results of the
questionnaire the following gaps in students’ smartphone security knowledge were
identified:

125



Proceedings of the Twelfih International Symposium on
Human Aspects of Information Security & Assurance (HAISA 2018)

1. Knowledge of where applications should be downloaded (for example,
official marketplaces, third-Party marketplaces or developer website).

2. The importance of updating applications, updating operating systems, and

uninstalling applications that are no longer in use.

Awareness of threats to smartphones.

4. Awareness of the risk that applications might pose to users’ privacy and
personal information.

5. Physical access controls and the encryption of information stored on
smartphones.

6. What to consider in the application listing when selecting an application to
download.

[O8)

These gaps identified were addressed in the Educational Intervention. The following
section discusses the design of the Educational Intervention, and Section 5 provides a
discussion comparing the results of the Pre-Test and Post-Test.

4 Educational Intervention

Based on the results from the Pre-Test, it was apparent that a need for an Educational
Intervention existed. Smartphone users need to have an adequate understanding as to
why it is important to approach the use of their smartphones in a secure manner. The
Educational Intervention was created using a blended learning approach. Blended
learning is an approach using online and face-to-face instruction activities (Boelens et
al., 2015) to provide a more flexible approach of delivering educational content to
students in higher educational institutions. With the use of a blended learning
approach, students could work through the educational material provided to them as
frequently as required and from wherever they wanted to access it.

Based on the gaps identified during the Pre-Test, the researcher designed PowerPoint
slides to assist in the reflection on the results from the Pre-Test. The results were
presented to the students in a theory lecture, where a discussion on the various gaps in
knowledge took place. Here students were introduced to various topics identified as
gaps in their personal security knowledge relating to their smartphone usage. The
reflection was used to assist in the initial creation of awareness amongst the students
about certain risk areas related to their smartphones. Reflection learning is seen as an
active and awareness related process that can occur anytime and anywhere. Reflection
assists students in re-evaluating and learning from decisions and choices they made,
how they made them and what they should do in the future (The University of
Sheffield, n.d.). In this reflection lecture, students were presented with the results of
their study and were made aware of the areas in which they show a lack of security
awareness relating to their smartphone usage.

After the reflection lesson, the students were informed that they would be given a week
to work through the educational material made available to them on their Moodle Site
and that they would be tested again a week later. The Moodle site is an example of a
Learning Management System (LMS) where students can find their course material.
With the use of an LMS, students were able to access the educational content from
remote locations and work through the material outside of a typical class environment.
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The Educational Intervention was designed using questionnaire software called
QuestionPro. This software allowed the researcher to develop a custom lesson plan
where, based on the answers given in the Educational Intervention, relevant
educational material would be presented to the students. As a whole, all gaps in
knowledge were addressed, but if incorrect answers were given, additional material
was provided to increase their knowledge. The educational material was presented
through various media that included videos and slides.

The researcher’s approach to designing the Educational Intervention was by using the
analogy that ‘Downloading smartphone applications is like taking a road trip’. With
this analogy, the researcher developed the educational content around numerous
aspects that should be considered when setting off on a road trip. With the use of
analogies, concepts that are similar can be used to build a conceptual bridge to connect
what is known to what is new. Analogies can be used to form an understanding of
complex concepts and allow students to construct their own knowledge surrounding
topics addressed (Glynn, 2004).

Each step in taking a road trip was used to assist in the development of the Educational
Intervention. Tables 1 to 7 address each stage of taking a road trip, how it relates to
the analogy, and what content was covered in the Educational Intervention to address
the gaps in knowledge identified.

Road Trip Analogy Gap in Knowledge Addressed

You should 'kHO'W how you are getting | you should know where you are going
to your destination (what route are you | to download your application from
taking). (reputable application marketplace).

Table 1: Plan Your Destination

The Educational Intervention addressed this topic by delivering relevant information
on why it is important to download applications from an official application
marketplace. The information was presented with the use of slides explaining that the
safest route to take when downloading applications is by going through official
marketplaces, as applications on these marketplaces are screened for malicious
software.

Road Trip Analogy Gap in Knowledge Addressed
Before leaving on your road trip you Performing regular maintenance on
need to ensure that your vehicle is well | your smartphone strengthens the device
maintained and ready to go on the road. | against any threats it might encounter.

Table 2: Perform Maintenance

The Educational Intervention addressed this topic by delivering relevant information
on how smartphone users can do maintenance on their devices to strengthen it. The
topics that were covered during the Intervention were 1) why it is important to update
applications when new updates are released; 2) why keeping the Operating System of
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the smartphone up to date is important; and 3) why it is important to uninstall
applications that are no longer being used.

Road Trip Analogy Gap in Knowledge Addressed
Know about the threats to your vehicle | Know the threats that smartphones
and ensure you have protection when might encounter and how to mitigate
threats occur (vehicle insurance). these threats (security software).

Table 3: Be Aware of Threats

The Educational Intervention made use of videos that discussed the various threats to
smartphones and how users can mitigate these threats. The videos, accompanied by
slides, discussed the various threats and what smartphone users can do to mitigate
them, as well as what solutions or preventative measures they can deploy to prevent
threats from happening. Topics included, for example, why it is important to turn off
Wi-Fi when it is not in use.

Road Trip Analogy Gap in Knowledge Addressed
Whilst you are on your road trip you Setting out to download a new
may discover obstacles along your way | application and discovering that the
e.g. a section of road that is closed due | application you are about to download
to road works (taking a detour). is requesting too much information.

Table 4: Potential Obstacles

The Educational Intervention addressed this topic by discussing that when
downloading an application and discovering that the potential application might
request access to unnecessary information, or is not going to provide the required
features, it is recommended that you start looking at some alternative applications.

Road Trip Analogy Gap in Knowledge Addressed
The valuable property you are taking Valuable information stored on
with you will be packed in your smartphones also needs to be protected
vehicle’s trunk that can be locked to by ensuring that physical access
ensure no one has access to it controls are in place and information
stored on smartphones is encrypted

Table 5: Protecting Valuables

The Educational Intervention addressed this gap in knowledge by displaying solutions
that users can employ to encrypt personal information stored on their device so that
only they can access their information. The material included the importance of having
screen lock protection on one’s smartphones to ensure no unauthorised user can access
resources and information on their smartphones.
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Road Trip Analogy Gap in Knowledge Addressed
When going on your road trip you will | When you set out to download
stop to visit various places on route applications you need to stop and view
(e.g. fuel stops, food stops). certain features in the application listing
before making your selection

Table 6: Taking the Journey

The Educational Intervention highlights eight ‘stops’ users should consider before
installing an application. The eight stops can be found in the listing of the application
and can give users a good overall indication of the application. The Educational
Intervention discussed each of the eight stops in detail. The eight stops included were
App Rating, App Review, Number of Downloads, Privacy Policy, Detailed
Information, Last Update Released, Permissions Requested and Developer.

Road Trip Analogy Gap in Knowledge Addressed
Planning your journey from start to end | Taking a pro-active approach in the use
and knowing what to expect and how to | of your smartphone. Knowing what to
mitigate any threats along your way will | expect and being able to mitigate
ensure your safe arrival at your | against any threats along the way
destination.

Table 7: Arriving at your destination

The final topic covered in the Educational Intervention gave an overall discussion on
the previously mentioned topics that users should know to ensure that they can be
confident in the secure usage of their smartphones. This provided users with a checklist
that they could go through to ensure their smartphone is ready for its road trip. This
checklist included:

e Ensure that your smartphone Operating System and mobile applications are
frequently updated.

e Only download mobile applications from official application marketplaces
(e.g. Google Play Store).

e Verify the permissions requested by the developer, and reputability of the
mobile application developer.

e  Avoid unknown and unsecured Wi-Fi networks.

e Ensure that your device is protected from unauthorised access.

e Install good security software onto your smartphone.

Once students completed the Educational Intervention they were given a Post-Test.
The next section compares the results from the Pre-Test to the results of the Post-Test.
This was done in order to determine whether the Educational Intervention assisted in
addressing the gaps in students’ smartphone security knowledge and their reported
behaviour.
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5 Discussion of Pre-Test and Post-Test results

The majority of students (98%) that completed the Post-Test were smartphone owners.
The smartphone operating systems amongst students ranged from Android, iOS,
Blackberry to Windows. The majority of students (88%) own smartphones running
Google’s Android operating system. These students use their smartphones for various
tasks including downloading of applications. The researcher asked the students where
they download their applications from as downloading applications from sources other
than official marketplaces could result in malicious software being installed on
smartphones. The Educational Intervention addressed this topic and why it is
important to download applications from official marketplaces. The results from the
Post-Test showed a 10% decrease in students reported behaviour when downloading
applications from third-party marketplaces after completing the Intervention.

Students primarily use smartphones to connect to their social media sites. The most
popular social media platforms amongst students were WhatsApp (97.3%), YouTube
(92.1%), Facebook (81.5%) and Instagram (68.4%). Although the students primarily
use smartphones for social media, they also use several different applications on their
smartphones. The researcher wanted to determine whether students uninstall
applications they are no longer using. From the results of the Post-Test the percentage
of students that always uninstall unused applications went from 60% to 70% after the
Educational Intervention. The reasons students say they uninstall applications were (1)
to free up space, (2) replacing it with a better application, and (3) for security reasons.
A positive result with regards to the security knowledge of students is that the
percentage of students that uninstall applications for security reasons increased from
25.4% to 44.5%.

In the Pre-Test, students stated that they base their decision to install applications on
the (1) application rating, the (2) application reviews, (3) popularity, (4) ease of use,
(5) look of the application, and, lastly, on the (6) permissions requested by the
application. It can be seen that security features were not seriously considered during
the Pre-Test. After the Educational Intervention, the results changed and although
students stated they select applications based on the (1) application reviews and (2)
application ratings, they also stated (3) permissions requested has a greater influence
on their decision when selecting an application. Therefore, the security feature of
Permissions Requested was of greater importance to the students in the Post-Test.

Topics covering smartphone security in the Educational Intervention focussing on
Encryption, Updating Applications, Screen Lock protection, and the use of public Wi-
Fi networks also improved after the Intervention. Table 8 below shows the
improvement in students’ knowledge regarding what features they relate to
smartphone security.
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Topic Pre-Test Post-Test
Encryption 76% 81%
Updating Applications 41% 66%
Screen-Lock Protection 66% 76%
Use of Wi-Fi network 39% 61%

Table 8: What Students Relate to Smartphone Security

The Pre-Test identified what threats, related to smartphones, students are currently
aware of. This assisted in educating students about threats that they currently are not
aware of. In the Educational Intervention, less emphasis was placed on a topic such as
Viruses as the majority of students (92.8%) were already aware of it. Threats such as
Malware, Ransomware, Rootkits, and Trojans were identified as threats that fewer
students were aware of. The Intervention addressed these threats by giving relevant
information about each specific threat and how to mitigate against these threats. The
results in Table 9 show the increase in awareness of threats after the Educational
Intervention.

Topic Pre-Test Post-Test
Malware 61.9% 83.2%
Ransomware 31.9% 59.4%
Rootkits 16.6% 33.5%
Trojans 61.4% 76.1%

Table 9: Student Awareness Relating to Smartphone Threats

After the Intervention students’ awareness of what security software is essential to
have on their smartphones also increased. Students considered the use of appropriate
security software such as anti-virus software, anti-spyware software, encryption
software, firewall software, and lock-screen protection essential prior to the
intervention, but only had anti-virus and lock-screen protection installed on their
smartphone. After the Educational Intervention, the percentage of students that use the
various security software increased. Although anti-virus software and lock-screen
protection were the most used security software amongst students, there was a reported
increase in the use of other security software. Table 10 shows the increase in the
reported adoption amongst various security software.

Security Software Pre-Test Post-Test
Anti-Virus 63.8% 72.3%
Anti-Spyware 16.1% 22.6%
Encryption Software 27.6% 44.5%
Firewalls software 27.1% 34.8%
Lock Screen Protection 73.8% 78.7%

Table 10: Smartphone Security Software Adoption
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The level of awareness amongst students with regards to the risk applications pose to
their privacy and personal information also increased. The results identified that
students’ awareness relating to risk increased from 86.6% to 90.3% after the
Educational Intervention. Users indicated that they are more aware of risk that
downloading applications from third-party marketplaces pose to their privacy. They
also showed a positive improvement on the need to use encryption when storing
information on their smartphones. Many students in the Pre-Test did not care for
reviewing permissions requested, but after the Intervention, 60.6% of students
answered that it should be reviewed.

The reported concern that students indicated they had with regards to personal
information stored on their devices, and the loss thereof, in the Post-Test increased
after acquiring the knowledge through the Intervention. In the Pre-Test, 77% of
students stated that they were extremely concerned about their personal information.
However, the percentage in the Post-Test increased to 81.3%. When users are
conscious of threats they might encounter they could begin to behave in a manner that
reduces the possibility of the risk.

The use of the blended learning approach accompanied with the Road Trip analogy
assisted in the positive results in the study. The reflection lesson prior to the
Educational Intervention assisted in creating initial awareness amongst the students
and allowed them to be able to identify gaps they were unaware of. The Educational
Intervention, utilising of an adaptive-like questionnaire, was used to address the gaps
in knowledge students had in a specific area with the intention that, with an increase
in knowledge, there will be an increase in awareness, which could result in a change
of users’ behaviour. From the results of the study, it can be argued that the use of the
Educational Intervention had a positive impact on students’ security knowledge and
reported smartphone usage.

6 Conclusion

Through the use of an Educational Intervention it was discovered that smartphone
users’ knowledge could be improved and that universities should ensure that they use
interventions to address the gaps in security knowledge smartphone users might have.
Although there are many Educational Interventions available, what makes this
intervention different is the fact that it is customised to the audience based on the
results of their Pre-Test and the way they answered it.

Future research could investigate whether a broader implementation of this
Educational Intervention could have the same results with a different age group of
smartphone users. A similar study could be conducted with the addition of further
topics such as jail-breaking or rooting of smartphones that might have been excluded
with this sample of smartphone users.
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