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Abstract

We report on the results of an online phishing study, and the factors that predict the ability to
resist phishing attacks, which is termed phishing resilience. It is important to understand the
factors that predict phishing resilience, because they can be used to develop effective strategies
to protect organisational information security. We measured a larger number of individual,
cultural, organisational and interventional factors than any previous study. Findings indicate that
information security awareness (ISA) is most predictive of phishing resilience, which highlights
the importance of security education. Results also suggest that older participants are less
susceptible to phishing attacks and individuals who are very influenced by social pressure are
more susceptible. When people trusted in the infallibility of technical safeguards, such as spam
filters, they had lower phishing resilience, whereas people who preferred using a more rational
decision making style had higher phishing resilience. These results suggest that teaching people
not only how to behave, but also to stop and think before responding to emails, may ensure that
they will have the best chance of resisting phishing attacks.
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1 Introduction

Phishing is a form of social engineering, in which deception and social influence are
used in an effort to convince an individual to divulge personal or sensitive information.
In most phishing attacks, the victim is sent an email that is disguised as a known
company or organisation, requesting that they click on a link or download an
attachment (Butavicius et al., 2015).

Although phishing has been studied for over a decade, it remains one of the greatest
threats to organisational information security (Pricewaterhouse Coopers (PWC), 2015,
Telstra Corporation, 2017). In a recent report, 76% of information security
professionals indicated that their organisation had experienced phishing attacks in
2017 (Wombat Security Technologies, 2018). In an effort to reduce this threat, it is
important to better understand why certain people are less prone to fall for phishing
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attacks, which has been termed phishing resilience. Knowing which factors improve
phishing resilience can be used to develop tailored training and education for those
who are most at risk.

Previous studies have attempted to shed light on this problem, and have measured
performance in phishing studies together with other individual, cultural, organisational
or interventional factors (e.g., Sheng et al., 2010, Welk et al., 2015). However, as there
are limits on the number of variables that can be measured in a single experiment,
previous research has focused on a limited number of factors. For example, Sheng et
al. (2010) limited their study to the effects of age, gender and aspects of security
awareness, and Welk et al. (2015) focused on personality variables, including the role
of trust and impulsivity and aspects of security behaviour and awareness. This means
it is difficult to determine the factors that are most influential in predicting phishing
resilience.

In this paper, we measure phishing resilience, and examine a larger number of
individual, cultural, organisational and interventional factors than any previous study.
It is only through assessing these factors together that we can understand which of the
factors are most influential in predicting the ability to resist phishing attacks. This
paper is organised as follows. In the next section, we provide a summary of related
research, followed by an outline of our research aims. Section 3 presents our research
method, and the results of our study are described in Section 4. In Section 5, we discuss
the implications of our research findings and make concluding remarks.

2 Background

Previous research on people’s susceptibility to phishing has revealed several potential
predictors of phishing resilience. For example, previous phishing studies have
consistently shown that age is important, with older participants regularly found to be
less susceptible, and younger participants, particularly those between the ages of 18
and 25, found to be most susceptible to phishing attacks (Darwish et al., 2012, Jagatic
et al.,2007, Sheng et al.,2010). A number of studies have found that women are more
susceptible to phishing attacks than men (e.g., Jagatic et al., 2007, Sheng et al., 2010),
but Kumaraguru et al. (2007) did not find significant differences based on gender.

Previous research has demonstrated that people who are more resilient have higher
information security awareness (ISA) (McCormac et al., 2017). However, the
relationship between resilience and phishing performance (i.e., phishing resilience) is
yet to be examined. Findings have demonstrated that people who are better able to
control their impulsivity are less susceptible to phishing, but these results have been
inconsistent. For example, Welk et al. (2015) measured impulsivity using a self-report
scale and found that people with lower impulsivity were less susceptible to phishing.
Other studies have used the Cognitive Reflection Test (CRT) (Frederick, 2005) to
measure impulsivity. While Butavicius et al. (2015) found that individuals who scored
higher on the CRT were better at detecting phishing emails, Kumaraguru ef al. (2007)
found the opposite.
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Phishing emails often include influence principles, which are tactics that can persuade
people to comply with a given request. Cialdini (2009) outlined six influence
principles, namely, authority, consistency, liking, reciprocity, scarcity and social
proof, and all of these principles have been used within phishing emails (Akbar, 2014).
For instance, in a demonstration of the liking principle, participants who were sent a
phishing email that appeared to be from a friend were significantly more likely to
comply with the request than those who received the email from an unknown address
(Jagatic et al., 2007). Evidence suggests that there are large individual differences in
susceptibility to these influence principles, such that certain principles will have the
opposite effect on some individuals (Kaptein ef al., 2012). However, these individual
differences are yet to be examined in a phishing context.

Previous research has indicated that national culture is a strong predictor of phishing
susceptibility, where those who are orientated towards the needs of the individual
rather than the needs of society were less susceptible to phishing attacks (Butavicius
et al., 2017). From an organisational perspective, Calic et al. (2016) argued that
individuals who feel particularly stressed with their job may not follow security rules,
and therefore greater job stress and poorer organisational security culture might be
associated with greater phishing susceptibility. Although findings have revealed that
ISA is associated with both job stress (McCormac et al., 2017) and organisational
security culture (Parsons et al., 2015), the relationship between phishing resilience and
these variables is yet to be examined. In regards to interventional factors, previous
findings have indicated that phishing resilience is associated with better ISA and better
knowledge of phishing threats and risk (Butavicius et al., 2017, Parsons ef al., 2017,
Welk et al., 2015).

In this paper, we measured phishing resilience and its relationship to a range of factors.
In line with the recommendation by Karjalainen (2011), rather than using a theory-
verification approach, we used an exploratory approach, and the factors of interest
were chosen based on previous research findings. As such, we measured individual
(e.g., demographics and impulsivity), cultural (e.g., individualism vs collectivism),
organisational (e.g., job stress and organisational security culture) and interventional
factors (e.g., information security awareness). The aim of this paper was to determine
the factors that are most predictive of phishing resilience.

3 Method
3.1 Participants

A total of 607 participants (304 male and 303 female) completed an online experiment.
All participants were recruited via Qualtrics panels and were all working Australian
adults who spend at least 10% of their work time using a computer or portable
electronic device. Approximately 8% of participants were between 18 and 29 years of
age; 19% were between 30 to 39 years; 25% between 40 and 49 years; 27% between
50 to 59 years, and 20% were aged 60 years and older.
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3.2 Study Design

An online experiment was conducted in two stages. The first stage was conducted in
May 2017 and consisted of an online survey where participants were asked questions
about ISA, and were also asked to complete questions relating to job stress, resilience
and organisational security culture. The second stage was conducted between May and
July 2017 and the same participants were invited to take part in this second online
survey.

In the second stage, participants took part in a phishing study and were also asked to
complete measures of national culture, cognitive ability and susceptibility to social
influence. A unique ID was used to match the data of participants across the first and
second stage. Ethics approval was obtained from the Human Research Ethics
Subcommittee of the University of Adelaide, School of Psychology.

3.3 Measures
33.1 Individual factors

Participants were asked to provide their age and gender. For subsequent measures,
responses were given on a five-point Likert Scale (1 = ‘Strongly disagree’ to
5 = ‘Strongly agree’) unless otherwise specified.

Participants’ level of resilience was measured using the Brief Resilience Scale, which
is a six-item measure by Smith et al. (2008). The Cronbach’s alpha in this study
was .89. Participants were also asked to complete the Susceptibility to Persuasive
Strategies scale (Kaptein et al., 2012). This scale consists of 20 items and measures
how vulnerable an individual is to each of Cialdini’s (2009) influence principles,
namely, authority, consistency, liking, reciprocity, scarcity and social proof
(Cronbach’s alpha = .81).

Participants’ tendency to use a systematic decision making style was measured using
a sub-scale of the Rational and Intuitive Decision Styles Scale (Hamilton et al., 2016).
This Rational Decision Making Scale includes five items to measure rational or
systematic decision making (Cronbach’s alpha = .86). Participants were also asked to
respond to the Cognitive Reflection Test (CRT), which consists of three items, such
that higher scores relate to a tendency to control impulsivity (Frederick, 2005).

3.3.2  Cultural factors

Participants’ tendency to perceive themselves as independent from others or connected
to others was measured using the short version of Singelis’ (1994) Self-Construal
Scale (Fernandez et al., 2005). The scale includes two factors to measure Independent
tendencies (i.e., Uniqueness and Low context) and two factors to measure
Interdependent tendencies (i.e., Group loyalty and Relational interdependence).
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3.3.3  Organisational factors

Participants’ level of job stress was measured using the Job Stress Scale, which is a
five-item measure by Lambert et al. (2006). Organisational Security Culture was also
measured using the six items from Parsons ez al. (2015). The Cronbach’s alpha values
obtained in this study were .86 and .65, respectively.

3.3.4  Interventional factors

Participants’ awareness of the information security threats associated with email use
(i.e., Email use ISA) were measured using the Email Use focus area of the Human
Aspects of Information Security Questionnaire (HAIS-Q) (Parsons et al., 2017). This
consists of nine items and the Cronbach’s alpha value was .78. Participants’
knowledge of the fallibility of certain information technology safeguards was
measured using the Trust in Technical Controls Scale (Butavicius et al., 2018), which
includes four items and the Cronbach’s alpha value was .60.

3.4 Procedure

Participants were informed that the study was assessing how people manage their
emails. They were presented with image of 14 emails, from the inbox of a fictitious
individual, namely, ‘Alex Jones’. These included 7 genuine emails and 7 phishing
emails, and both types of emails either contained one of Cialdini’s (2009) six influence
principles, or no principle. For each email, participants were asked to respond to the
statement “It is okay to click on the link in this email” on a five-point scale from
‘strongly disagree’ to ‘strongly agree’.

4 Results

To measure phishing resilience, the hit rate was calculated, which is the portion of
phishing emails that were correctly managed. Phishing emails were scored as correctly
managed if participants responded with ‘disagree’ or ‘strongly disagree’ to the
statement “It is okay to click on the link in this email ”. A higher score represents better
performance and the mean score was .61 (SD = .34). A series of Pearson’s correlation
analyses were conducted to determine which individual, cultural, organisational and
interventional factors relate to phishing resilience. These results are displayed in
Appendix A.

In regards to individual factors, results suggest that older participants had significantly
higher phishing resilience (r = .21, p < .001), and were therefore less susceptible to
phishing. However, there were no significant differences based on gender (r = -.07,
p=.08) or the level of resilience of participants (»= .06, p =.12). Results also indicated
that participants who were more susceptible to Cialdini’s (2009) social influence
principles generally had lower phishing resilience. However, there was no relationship
between phishing resilience and susceptibility to the reciprocity principle (» = -.05,
p = .23). Participants who scored higher on the CRT (= .14, p <.001) and those who
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preferred a rational decision making style (» = -.22, p < .001) were significantly less
susceptible to phishing attacks.

In regards to cultural factors, only Group Loyalty was significant (» = -.15, p <.001),
which means that people who were more orientated towards the needs of the group
rather than the needs of the individual had lower phishing resilience. The
organisational factor of organisational security culture was also significant, with
findings indicating that individuals who reported better security culture tended to be
more resilient against phishing attacks (» = .16, p <.001). There were no differences
based on the level of job stress reported by participants (» = -.04, p = .37). There was
a significant relationship between phishing resilience and both of the measured
interventional factors, namely Email Use ISA (= .29, p <.001) and Trust in Technical
Controls Scale (r =-.27, p < .001). This means that people who had more knowledge
of safe email practices or more awareness of the fallibility of technical safeguards such
as spam filters had better phishing resilience.

A multiple regression analysis was conducted to evaluate which variables best predict
phishing resilience (see Table 1). All Variance Inflation Factor (VIF) values were
below 2, indicating that multicollinearity had not occurred. The regression model
accounted for approximately 17% of the variation in phishing resilience (R%.4; = .165,
F=10.97, p <.001). The most important predictors were, in order from highest to
lowest, Email Use ISA, age, susceptibility to social proof, preference for rational
decision making and trust in technical controls.

Variable B B standardised t-value p
Age .03 11 2.84 .005*
Susceptibility Authority -.03 -.06 -1.27 204
Susceptibility Consistency -.01 -.02 -.39 .696
Susceptibility Liking .01 .01 31 7158
Susceptibility Scarcity .00 .00 .01 994
Susceptibility Social Proof -.05 -11 -2.22 .027%
Cognitive Reflection Test .01 .04 1.00 315
Rational Decision Making -.01 -.09 -2.19 .029*
Group Loyalty -.03 -.06 -1.31 192
Organisational Security Culture .00 .03 .80 427
Email Use ISA .01 17 3.82 .000%*
Trust in Technical Controls -.01 -.09 -2.10 036*

*p<.005, ** p < 001

Table 1: Summary of multiple regression analysis for phishing resilience
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5 Discussion

This study reports on the results of an online phishing study, and revealed that 61% of
phishing emails were managed correctly. Although this result is higher than previous
role-play phishing studies, in which 52% (Parsons ef al., 2013) and 48% (Sheng et al.,
2010) of phishing emails were managed correctly, from a real-world perspective, this
is still a concerning finding. While a number of previous studies have investigated the
factors associated with the ability to resist phishing attacks, findings have been
inconsistent, and each study has focused on a limited number of factors (e.g.,
Kumaraguru et al., 2007, Welk et al., 2015). In this study, we measured a larger
number of potential independent variables than any previous study.

In line with previous findings (e.g., Butavicius et al., 2017, Welk et al., 2015),
individuals who had better awareness of what constitutes safe email behaviour and
recognised the fallibility of technical safeguards had significantly higher phishing
resilience. This highlights the importance of communicating information security risks
and threats to employees. It is important to not only ensure they are aware of how they
should behave, but also understand that protections such as spam filters are
insufficient.

Our results also supported the previous finding (e.g., Jagatic et al., 2007, Sheng et al.,
2010) that older people are less likely to fall for phishing attacks. This highlights the
importance of communicating information security risks to young people. It remains
to be seen if this difference is associated with more complacency and willingness to
take risks in younger people, which may decrease with age, or if it represents a
generational difference, which would then increase as these younger people become a
larger portion of the workforce.

Our findings provide support for the influence of impulsivity in phishing performance.
The preference for rational (as opposed to intuitive) decision making predicted
phishing resilience. These results therefore highlight the importance of teaching
people to stop and think before responding to emails. Finally, our results revealed that
people who are more susceptible to the social proof principle are more susceptible to
phishing. In other words, the social proof principle is based on the idea that people
want to do what others are doing (Cialdini, 2009), and they may therefore have a
greater need to want to follow the instructions in a phishing email.

Despite the importance of these findings, there are limitations. For example, our study
did not directly measure phishing susceptibility, as participants were not required to
click on links or enter personal information. Additionally, although this study
measured the largest number of factors of any study and their effect on phishing
resilience, the regression model accounted for 17% of variance. This means that other
factors that were out of scope of the current study would account for the additional
variance. This study did not examine the influence of risk-taking and did not examine
the effectiveness of different types of training provided to employees. It is important
to replicate this research with a larger number of participants to see if the same
relationships are found. Although phishing attacks have threatened organisations for
over a decade, we have yet to find a simple solution. With the growing sophistication
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and diversity of these attacks, it is increasingly important to conduct this research to
ensure that employees and organisations have the best chance of avoiding serious
security breaches.
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