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1. Computes Ai = h(h(IDi)  x).
2. Computes Bi = Ai  h(IDi || PWi)  h(IDi).
3. Computes Ci = h(Ai).
4. Computes Di = h(h(IDi || PWi) y).
5. Sends (Bi, Ci, Di) to Ui through a secure channel.
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1. Computes Ai
* = Bi  h(IDi || PWi)  h(IDi).

2. Computes Ci
* = h(Ai
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1. Computes Ei = Ai Ni.
2. Computes CIDi = h(IDi || PWi) Ni.
3. Computes Fi = h(Ai || Di || Ni).
4. Sends the login request message (h(IDi), Ei, CIDi, Fi) to S.
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1. Computes Ai
* = h(h(IDi) x).

2. Computes Ni
* = Ai

* Ei.
3. Computes h(IDi || PWi)* = CIDi Ni

*.
4. Computes Di

* = h(h(IDi || PWi) * y).
5. Computes Fi

* = h(Ai
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1. Computes SKij = h(Ai || Di || Ni || Nj).
2. Computes Gj = SKij(Ni Nj).
3. Sends (Nj, Gj) to Ui.
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1. Computes SKij
* = h(Ai || Di || Ni || Nj).

2. Computes Gj
* = SKij

*(Ni Nj).
3. Computes (Ni Nj)*.
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