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Abstract

With the growing number of people living in cities, the challenges faced by governments in
providing an acceptable standard of service delivery are immense. ‘Smart cities’ is a new and
innovative approach that has been formulated over the past few years in order to use current
infrastructure and resources more effectively and efficiently. For a smart city to work, large
amounts of information must be collected from the citizens, which may cause privacy
concerns. Information security influences the perceived trustworthiness of the crowdsourcing
system which, in turn, increases the participation of citizens in smart city projects. This paper
investigates the relationship between the privacy, information security and perceived
trustworthiness of a crowdsourcing system in a smart city. The study made use of a
quantitative approach using a survey design. A questionnaire was completed by 361
participants in a public safety project hosted in East London, South Africa. The results
indicated there is a positive relationship between the information security in and the perceived
trustworthiness of a crowdsourcing system. Therefore, the privacy concerns of citizens
making use of a crowdsourcing system can be alleviated by increasing the perceived
trustworthiness and the information security of the system.

Keywords

Smart city; trustworthiness; information security; privacy

1. Introduction

More than half of the world’s population is now living in cities, with this trend
towards urbanisation expected to continue in the future (Balta-Ozkan, Davidson,
Bicket, & Whitmarsh, 2013). It is thus incumbent on local government to provide
public services for this increasing population; however, city infrastructure and
resources often have not increased in line with the growing population. This
suggests that local governments must find alternative ways of using existing
resources more efficiently and effectively (Fuzile, 2011; Harrison & Donnelly,
2011). In order to accomplish these goals and address some of the problems of
urbanisation, cities have to become ‘smarter’ (Karadag, 2013; Buhl & Jetter, 2009).

Smart cities make use of information and communication technologies (ICT) in order
to integrate and connect city services so that the services provided are sustainable
and ultimately improve the citizens’ quality of life (Dimitriou, 2012). There are a
variety of areas in the city that can be improved by making use of the smart city
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concept. These include the economy, energy, e-governance, mobility, environment
and the quality of citizens’ lives (Chourabi, et al., 2012).

Smart cities depend on large amounts of information being collected from either the
city infrastructure or the citizens in order to be able to make intelligent decisions
about city management. The data that is collected can then be analysed in order to
anticipate problems or isolate trouble spots (Introna, 1997). There are two types of
crowdsourcing method that can be used to collect data from citizens. The first is
opportunistic data gathering which takes place when citizens provide information
making use of sensors connected to their mobile phones. This type of data gathering
is involuntary and the participant does not have control over what data is collected,
the time frame for collecting the data, or the location where data will be collected.
This data collection method raises serious privacy concerns for citizens who often
decline of participate in opportunistic data gathering smart city campaigns (Christin,
Kanhere, Reinhardt, & Hollick, 2011; Mehta, 2011).

By contrast, participatory crowdsourcing is a voluntary data gathering method where
individuals can choose what they want to report. This approach is particularly useful
for unusual events such as accidents or other public safety related problems because
citizens can report what they observe in their immediate environment (Halder, 2014).
As the person involved can choose what data is reported to a participatory
crowdsourcing system, privacy concerns are minimal. However, once the person has
reported the information to the crowdsourcing system, they have no control over
what is done with it (Bhaveer & Flowerday, 2013). Therefore, information security
controls must be in place to ensure that the information reported to the
crowdsourcing system remains confidential, maintains integrity and is available to
the correct stakeholders (Whitman & Mattord, 2009). Wang, Huang and Louis
(2012) report that there is often no transparency concerning the information security
controls in crowdsourcing systems, meaning that citizens have no idea whether their
data is properly secured. These concerns affect the perceived trustworthiness of the
crowdsourcing system and the citizens’ participation rate. However, since trust is a
subjective term, it is difficult to manage it effectively (Sarwar & Khan, 2013).
Consequently, this paper sets out to investigate what the major privacy, information
security and trust issues are in current smart cities and how the relationship between
these factors influences the decisions of citizens to participate in smart city projects.

The paper is structured as follows: The next section provides a discussion about the
privacy concerns of citizens when reporting data to a crowdsourcing system. Then,
the concept of information security is discussed with particular reference to the
trustworthiness of a crowdsourcing system, after which a brief overview is provided
of the methodology used in this study. Next, the results of the study are discussed as
they relate to increased citizen participation in a smart city.

2. Privacy

Privacy has been identified as one of the most important considerations for citizens
in deciding whether they are willing to participate in smart city initiatives (Pew
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Research Centre, 2014). Citizens are becoming more concerned about their privacy
as the ability of local government to collect information about them increases. The
data that is collected from a citizen can be used to record and track the individual’s
activities and, coupled with other personally identifiable information, can be viewed
as an intrusion of user privacy. As a result, citizens may refrain from participating in
smart city projects in order to avert the Big Brother effect (Halder, 2014; Dimitriou,
2012; Chourabi et al., 2012; Christin et al., 2011).

The definition of information privacy that is most relevant to a smart city is that of
Westin (1967, p. 1): “Information privacy relates to the person’s right to determine
when, how and to what extent information about him or her is communicated to
others.” There are three different concerns when one considers privacy in a smart
city. These concerns include the right of the citizen to be left alone, the right of the
citizen to control the information collected about them and how the information is
used, disclosed to third parties or retained, and the right to be aware what harm may
be caused if personally identifiable information is made available to unauthorised
parties (Sarwar & Khan, 2013).

Cilliers and Flowerday (2014) reported that the majority of citizens expected
detrimental consequences if the information reported to the crowdsourcing system
were to be made available to unauthorised parties and they therefore chose to remain
anonymous when reporting information to the system. There are four possible
consequences for the individual if the information reported to a crowdsourcing
system were to be used for malicious purposes (Chourabi et al., 2012). These
include intrusion upon one’s private affairs; public disclosure of embarrassing
private facts about the individual; defamation of character arising from having
“private facts” misrepresented in public; and identity appropriation or theft for
personal gain by others (Westin, 1967). Therefore, the decision to participate in
smart city projects will be determined by the level of privacy and information
security that the crowdsourcing system affords citizens (Pew Research Centre, 2014).
The next section will discuss the information security necessary in a smart city.

3. Information Security

Information security makes use of proactive measures in order to manage the risks,
threats and vulnerabilities related to private information (Parakkattu & Kunnathur,
2010). These measures can protect the privacy of citizens and the information
provided to the crowdsourcing system, as they make provision for access controls,
retention and storage of information, as well as incident response and recovery
procedures (Pearson, 2012).

Whitman and Mattord (2009) report that the most commonly used framework in
information security is called the ‘C-I-A triad’, which refers to the confidentiality,
integrity and availability of the information reported to the crowdsourcing system.
Confidentiality entails the prevention of any unauthorised disclosure of information
reported to the crowdsourcing system, while integrity refers to the protection of the
reported information from unauthorised amendment or deletion. The availability of
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the information is concerned with the ability of all who are authorised to access the
information to do so reliably and without undue delay (Suna, Chang, Suna, &
Wanga, 2011; Whitman & Mattord, 2009).

Most of the information security problems reported by citizens in a participatory
crowdsourcing project can be divided into two categories. The first category
considers hardware risks and includes the device that is used to report information to
the crowdsourcing system. Mobile devices can be stolen and are vulnerable to
security breaches, as the devices lack the computational capacity of personal
computers (Wang et al., 2012). Furthermore, once the information is reported, the
citizen has to trust that it will be stored securely. The second category has to do with
the information that is reported to the crowdsourcing system. Sarwar and Khan
(2013) state that the citizen has no control over the ownership of the information
once it is reported to the crowdsourcing system; this means that the information can
be stolen, used for a different purpose than that originally agreed on, or made
available to unauthorised parties. There is also a lack of transparency about the
physical location of storage, the security profiles of the site, ownership of the
information and what can be done with it (Pearson, 2012). The next section will
elaborate on the concept of trust and information security in crowdsourcing systems.

4. Trust

Trust is considered to be a complex social phenomenon (Huang & Nicol, 2014).
While there is no universally accepted scholarly definition, trust is understood as a
psychological state where an individual has the intention to accept vulnerability or
risk based on the positive expectation of the intention or behaviour of another
(Pearson, 2012).

There are three characteristics that will determine the perceived trustworthiness of a
crowdsourcing system. These are the ability, the benevolence and the integrity of the
system (Mayer, Davis, & Schoorman, 1995). The first characteristic, ability,
indicates the competency of the crowdsourcing system in performing the expected
functions efficiently and consistently (Mallalieu, 2005). In a crowdsourcing system,
the ability of the system to record the information reported by the participants
correctly will influence this characteristic (Cilliers & Flowerday, 2014). The second
characteristic, benevolence, is defined as the extent to which the trustee, that is, local
government, is believed to want to act in the trustors’, or citizens’, best interests. In
this study, benevolence refers to the intention of local government to use the
information reported to the crowdsourcing system in the best interests of the citizens
(Mayer et al., 1995). The last characteristic, integrity, is defined as the perception
that, in order to be useful, the information that is reported in a crowdsourcing system
must be complete, accurate and current (Cilliers & Flowerday, 2014).

Furthermore, trust can be divided into two categories that will determine the level of
perceived trustworthiness of the crowdsourcing system. The first considers
preventative security measures that are put in place from a technical point of view
(Varadharajan, 2009). These ‘hard trust’ mechanisms are used to determine the
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crowdsourcing system’s security measures, making use of authenticity controls,
encryption, algorithms and audits (Pearson, 2012). Hard trust is often fairly static and
the trustworthiness of a system is perceived solely on the basis of the evidence
provided by these security measures (Varadharajan, 2009).

The second type of trust is called ‘soft trust’ and takes into consideration human
emotion, perception and experience (Varadharajan, 2009). Unlike hard trust, soft
trust is not based on evidence of security credentials, but depends on past interaction
with the crowdsourcing system and the recommendations of fellow citizens. Soft
security attributes such as the reliability, dependability, benevolence and perceived
competence of the crowdsourcing system will all determine how trustworthy the
citizens perceive the system to be (Suna et al., 2011). While no crowdsourcing
system can be made 100% secure with hard trust mechanisms, soft trust can be used
to complement these mechanisms to improve the trustworthiness of the
crowdsourcing system (Ling & Masao, 2011).

Information security controls, or hard trust mechanisms, are put in place to protect
the information the citizen reports to the crowdsourcing system (Flowerday & Von
Solms, 2006). However, the level of trustworthiness will be affected by the
perception of how adequate the citizens perceive the security controls that are in
place to protect this information to be (soft trust) (Pearson, 2012).
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Figure 1: The relationship between trust and controls in a crowdsourcing
system (Flowerday & Von Solms, 2006)

Figure 1 illustrates how trust and information security can work together to influence
a citizen’s decision to participate in a crowdsourcing project. The rectangular area,
A, B, D, C, represents the interaction between the citizen and the participatory
crowdsourcing system, while triangle A, B, D represents the controls that are
inherent to the crowdsourcing system (hard trust). Triangle A, D, C represents the
trust that the citizen has that the system will protect their privacy (soft trust). The line
E-F is the hypothetical positioning of the citizen’s risk appetite, the position of
which can be influenced by the individual’s propensity to accept risk. When
considering the risk appetite line it is clear that the white area is protected by the
information security controls and the dark area, which presents risk, is influenced by
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the perceived trustworthiness of the crowdsourcing system. This means that a
citizen’s confidence in the crowdsourcing system can be influenced by both trust and
information security controls. However, the extent of this confidence will depend on
the risk appetite line of the individual (Ling & Masao, 2011).

5. Research Methodology

A positivistic, quantitative study design was used in this project. The study
population consisted of citizens living in East London, South Africa. The current
East London population is estimated to be 440 000 people (StatsSA, 2011). The
general socioeconomic conditions are considered to be poor with the unemployment
rate at 28%; in addition, 57% of the population is reported to be living below the
poverty line (Managa, 2012).

The University of Fort Hare, in conjunction with IBM, developed an Interactive
Voice Response (IVR) system and mobi site which allowed members of the public to
report public safety concerns in their immediate environment. The reported data was
used in predictive analysis in order to identify problem areas in East London where,
if deployed, the limited public safety resources would have the biggest impact.

An IVR system is suitable for developing countries because the existing telephone
infrastructure can be used, citizens unfamiliar with the technology can report public
safety matters at their own pace, and the IVR system would not exclude illiterate
citizens from the project (Whitman & Mattord, 2009). Owing to the high cost of
telephone calls in South Africa, the mobi site was introduced as a suitable alternative
to the IVR system. During the survey that followed the introduction of the IVR
system, citizens indicated no preference for either the mobi site or IVR system when
reporting public safety matters. Residents were recruited to participate in this project
through marketing in the local newspapers, social media and the distribution of
flyers. Figure 2 provides a graphical representation of the project.
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Figure 2: Steps in the crowdsourcing system
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A total of 485 people registered for the project and were subsequently sent a
questionnaire to complete at the end of it. The questionnaire was compiled making
use of previously published material in the area of information security and trust.
Information security was tested making use of 3 variables: Availability,
Confidentiality and Integrity of the crowdsourcing system while the trustworthiness
of the system was tested making use of 3 variables: Benevolence, Integrity and
Ability of the system to accurately reflect the public safety concerns of the citizens of
East London (Refer Table 1 for questions). A total of 361 questionnaires were
completed and returned. Thus, the response rate was 81.2%. The Cronbach’s alpha
coefficient was computed and was found to be 0.9, which is considered to indicate
good test reliability. Ethical approval for the study was obtained from the Research
Ethics Committee of the University of Fort Hare.

6. Results and Discussion

This paper discussed the relationship between privacy, information security and the
perceived trustworthiness of a crowdsourcing system in a smart city. The study
sample consisted of 219 (60.7%) males and 142 (39.3%) females. Seventy-one per
cent of the participants were younger than 40 years of age. The 40 to 49 year age
group consisted of 14.7% of the study sample, while the two oldest age groups, 50 to
59 and 60+ were the smallest groups with percentages of 10.2 and 3.3%,
respectively.

Correlation analysis tests were conducted to determine whether relationships existed
between the different factors identified for these two constructs in the literature
section. The correlation coefficients provide an indication of whether the
relationship is a positive relationship (changes to constructs increase or decrease in
the same direction) or a negative relationship (constructs respond in opposite
directions). The results for the information security factors (confidentiality, integrity
and availability) and the trust factors (integrity, benevolence and ability) are
displayed below.

As shown in Table 1, Pearson’s correlation coefficient was used to investigate the
relationship between the factors contributing to information security and the
trustworthiness of the crowdsourcing system. A p-value of less than 0.001 was
chosen to indicate statistical significance.

The relationships between the information security and the trustworthiness of the
crowdsourcing system were found to be statistically significant, as positive
correlations are shown with a p-value smaller than 0.001. These findings illustrate
that it can be anticipated that information security will increase the perceived
trustworthiness of a crowdsourcing system among citizens, which in turn will
increase participation in smart city projects.
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Confidentiality | Integrity Availability
I prefer to I do not worry | The IVR
provide that the system must
information information I be available
anonymously provided will 100% of the
be modified in | time in
any way order to be
useful
The information that | Pearson 164.573 97.067 375.730
is reported in a Correlation
participatory
... | crowdsourcing Sig.  (2- 0.00 0.00 0.00
= | system must be tailed)
é‘o complete, accurate
= | and current in order N 361 361 361
to be useful
I do not worry if the Pearson 98.509 205.753 66.704
information provided | Correlation
will be used for
8 | something other than [ Sjg ™ (2- [0.00 0.00 0.00
2 | the intended purpose | tajled)
R N 361 361 361
I trust the system to Pearson 183.632 70.912 393.119
reflect my public Correlation
safety matter
correctly Sig. (2- 10.00 0.00 0.00
z2 tailed)
'E
< N 361 361 361

Table 1: Correlation between information security and trust factors

From the statistical tests conducted in this section, it is clear that there is a direct
correlation between the trustworthiness of a crowdsourcing system and information
security in place to protect the privacy of the citizens. The information security
controls in a crowdsourcing system are not always transparent, meaning that the
majority of the citizens (72.6%) preferred to remain anonymous when reporting
information to the system (confidentiality). The citizens also agreed that for the
system to be useful, it must be available all the time (86.6%). The integrity of the
system was more of a concern for citizens, however, as more than a third (37.5%)
raised concerns that the information could be modified in some way.
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The citizens did believe that the crowdsourcing system would be able to reflect their
public safety concerns correctly (84.0%), while 86.6% agreed that the information
reported must be complete and accurate in order to be useful. This is especially
important in the public safety context as the information will be used to determine
the correct response to emergency situations. The citizens were concerned about the
intended purpose of the information reported, with 42.2% reporting that they were
concerned that the information may be used inappropriately.

7. Conclusion

In view of the resource constraints experienced by local authorities in developing
countries, they must find ways to make use of existing resources more effectively
and efficiently. Accordingly, smart cities make use of ICT to collect data that can be
analysed to predict where resources will be needed or will have the biggest impact.
In view of the fact that large amounts of data have to be collected, citizens
participating in these projects have certain privacy concerns. One of the ways in
which to address these privacy concerns, and subsequently increase the participation
of citizens in smart city projects, is to enhance the perceived trustworthiness of the
crowdsourcing making use of information security controls. This study found that
there is a positive relationship between the privacy concerns and perceived
trustworthiness of the crowdsourcing system. The trustworthiness of a
crowdsourcing system can be increased by implementing appropriate information
security controls. Consequently, further research in the field needs to investigate the
specific influence that either soft and hard trust mechanisms have on the perceived
trustworthiness of the crowdsourcing system. Appropriate feedback mechanisms
should also be investigated to find the most appropriate mechanism for the public
safety context.
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