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 “To facilitate the exchange of information and physical objects between trading 
partners.”

 “To foster the existence of a competitive marketplace for system components.” 
 “To encourage innovation.” 

 

In addition, while not exp licitly focused on security , the standards also purport to 
[Ep05c]: 

 Promote a secure environment for the use of RFID systems, through either built 
in security features or recommending ‘best practice’.  

 Protect both individual and organisational privacy. 
 
Whilst EPC tags were primarily designed for write once / read many time applications 
they are able to be used in a variety of means across their four states of operation (un -
programmed, programmed, locked and killed). These states dictate the behaviour of the 
RFID Tag when a given command is issued. The focus of this research was to 
investigate the use of the lock state and its related LockID command.  

2 The LockID command 

According to the EPC standard [Ep05b], the LockID command precludes further 
modification of values contained on an RFID Tag. The command based upon a more 
specific version of the ProgramID command whereby the [PTR] value points to the most 
significant bit of the password location and the [Value] must  be equal to 0xA5 (hex 
value A5). 

Given this command, the locking of an RFID tag may be achieved through the following 
steps: 

1. Program the KILL code and leave the lock code at 00h; 

2. Verify the EPC code and KILL code by issuing a ScrollallID or VerifyID 

command; 

3. Lock the tag by programming A5h to the Lock code location; 

4. Check that the tag is locked by issuing a VerifyID command. Note: If the tag is 

locked, the reader will receive no response to this command. 
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Accordingly, once the tag has been locked it will no longer respond to any programming 
commands, including the verify command. This suggests that, as the tag does not 
respond to the programming command, the lock code cannot be removed making it 
permanently locked. Thus it has been suggested that the only way to modify the tag at all 
is to utilize the kill command with the programmed password which will render the tag 
inactive ‘fo rever’ [Ri08]. Subsequent research has demonstrated that resurection after a 
tag has been killed is possible – which has the duel effect of resetting the lock but at a 
significant time cost for any significant tag volume [Bo06b]. 

3 The Attack 

To date a range of attacks have been developed against systems utilising this standard, 
but the LockID based attack differs as it requires  no password cracking or addit ional 
equipment [Bo06a, Bo07, Bo08, Bo09]. Rather, the idea behind this attack is to utilise 
the existing controls of the standard to impinge on the functionality of the system.  

The single lock attack is based on the principle of an attacker selecting a single tag and 
locking that tag. At its base level this attack is no different to a legitimate user locking a 
single tag in any valid application. To test the validity of this attack a standard tag / 
reader setup was created in the Faraday cage as illustrated in figure 1. The experimental 
setup includes the use of three EPC RFID tags at a single time; this setup meant that a 
single tag from the selection may be targeted and locked and the other two may be tested 
to see if they remain unaltered, showing that a targeted attack against a single tag is 
viable.  As there were three positions that could be occupied by the tags , it was decided 
that the position of the tag to be locked would be rotated amongst the three positions 
with each group. The variab les concerning this experiment are detailed in the table 
below. 

  

 

 

 

 

 

 

 

 

 



216

INC 2010 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Experimental Setup 

 

Type Name Values  

Independent Variable  Tag A Status LOCKED | UNLOCKED 

Independent Variable  RFID Tag Number (Tag A) Tag Dependant 

Independent Variable  Tag B Status LOCKED | UNLOCKED 

Independent Variable  RFID Tag Number (Tag B) Tag Dependant 

Independent Variable  Tag C Status LOCKED | UNLOCKED 

Independent Variable  RFID Tag Number (Tag C) Tag Dependant 

Table 1: Experimental Variables 
 

After the setup was planned, the experiments were run with an application that followed 
the following logic: 

1. The application is started and supplied with a Target ID;  

2. The application entered an VERIFY and inventory mode for a period  of T = 120 

logging its results; 
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3. The application then issues a LockID command using the Target ID;  

4. The application then enters VERIFY and inventory mode again for T = 120.  

Both verify and inventory commands were used to show the tags were functioning as 
predicted as whilst a locked tag would respond to an inventory request it should refuse to 
respond to a Verify command after a successful LockID command has been issued. 

4 Results 

The following figures detail the tag inventory response over the experimentation period 
on the upper graph against the responses to VERIFY commands during the same period. 
In all three figures it may be seen that the targeted tag (tags 3, 5 & 9) ceases to respond 
to VERIFY commands at T = 120 the exact time a LOCK command was sent. 

 

Figure 2: Single LOCK attack results [Tags 1 – 3] 
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Figure 3: Single LOCK attack results [Tags 4 – 6] 

 

Figure 2 shows the first set of tag results over the specified time period. In this set of 
graphs Tag 3 was targeted at and ceases full funtcioning after the successful issuance of 
the LOCKID command. Likewise the comparit ive tests illustrated in figures 3 & 4 show 
tags six and nine exh ibiting identical behaviour. 

Despite the slight variations in tag inventory response rate across the three sets , there is 
litt le mathematical variation in the Pearson correlat ion between all inventory results 
above 0.99. Likewise between inventory and verify responses for each tag show a higher 
than 0.99 correlation with the exception of the locked tags (3, 5 & 9) which showed 
significantly d iffering regression lines due to the cessation of tag responses. This 
demonstrates that the functionality of the tags has indeed been limited through the 
directed issuance of a LockID command. 
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Figure 4: Single LOCK attack results [Tags 7 – 9] 

 

To aid the discussion and highlight the significance of the findings of the discovered 
vulnerability a fict ional scenario of a supermarket will be used. The fict ional 
supermarket would be using EPC standard RFID tags attached to every item within the 
store in lieu of barcodes, and the thus the general security and checkout features would 
be based on EPC complaint RFID readers. The lock attack would have a significant and 
ongoing impact on systems that require the tags to remain unlocked.  
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The impact of such an attack may be highlighted when viewed in the light of an 
inventory based sales environment such as a supermarket. In a supermarket the reason 
for not locking tags would likely be to allow for updates such as price changes, sales, 
etc. If a lock attack was carried out the only way to restore the writable nature of the tag 
would be for the store to kill the tags and then resurrect them using the logical 
scavenging method [Bo06b]. However, unlike the previously published kill attack, the 
tags would still reg ister and operate on the supermarkets major operations and the DoS 
would be limited to any updates. Whilst, it would be unlikely that a supermarket would 
seek to restore the entire inventory, but rather only those items which required updating, 
this would potentially add a significant time cost to the business. Alternatively, on a 
poorly designed system this may prevent products from being processed by automatic 
updates leading to mispricing and potential over/under charging of customers. 

5 Conclusion 

The research into this command has demonstrated how the command may be targeted to 
an individual tag without altering the standard functionality of the RFID reader. Should 
such an attack be perpetrated against a system that utilised functionality that was 
removed by tag locking it would require that every affected tag be killed and resurrected 
to return to normal operation.Even if th is was done in a system with known kill 
passwords there would still be a significant cost in time and lost revenue.  

Unfortunately, the way the current EPC standard operates would prevent an individual 
vendor wishing to fully  comply with the standard a clear method of securing against 
such an attack. The only real way of preventing a scenario such as the one described in 
this paper would be for an ammedment of the standard to allow for a lock password or 
similar device to be added. Such an addition whilst not a complete preventative, would 
mean that such an attack would prove much more difficult to perpetrate. 

In the mean time any system fully compliant to the relevant EPC standards discussed in 
this paper will be completely vulnerab le to a directed EPC lock attack.  
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